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3. Experiment Results
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Conclusions Improvements

e Out of 417 modified rules, 19 triggered false positives in benign traffic e Single-modifications rarely e Experiment with combinations

tests of which 2 (10.5%) made the attacker miss 3/3 times.

e 312 modified rules triggered no false positives, but logically loosened the obscure rules significantly of modifications
traffic detection of the rule, of which 6 (1.9%) made the attacker miss 3/3 e Successfully obscured rules e Increase rule dataset and
times come with a tradeoft of increase attacker trials

e 84 modified rules only changed the rule representatively, with the logical having to sacrifice traffic e Compile more representative
detection of the rule staying exactly the same leading to 0 3/3 attacker detection precision benign traffic tests
Miss cases
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